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CCBE at glance

• 45 members: 32 full 
members (EEA+CH), 
13 associates & 
observers 

• Over 1 million 
European lawyers

• Recognized as the 
voice of the European 
legal profession by the 
EU institutions



CCBE’s main actions in relation to the GDPR
• 2010: CCBE response to the public consultation on the Legal Framework for the 

Fundamental Right to Protection of Personal Data 

• 2011: CCBE response to the Commission communication on “A comprehensive 
approach on data protection in the EU”

• 2012: CCBE Position on the proposed GDPR

• 2012-2016: Lobbying the EU institutions

• 12/2016: CCBE Recommendations regarding the implementation of the GDPR

• 05/2017: CCBE Guidance on the main new compliance measures for lawyers 
regarding the GDPR

• Monitoring implementation of the GDPR

• Responding to guidelines Article 29 Working Party, e.g. on DPIA and Art. 49



The GDPR – why it is as it is
• 4 years of negotiations

• 4.000 amendments

• Most lobbied piece of EU law regulation in history of EU law ever

• Regulation and therefore directly applicable in all Member States, however….

• Many issues remain subject to national law, e.g.:
• Obligations of professional secrecy / LPP

• Freedom of expression and information

• Personal data contained in official documents

• Personal data for scientific, historical or statistical purposes

• …



Data protection vs. core values legal profession

Values that are mostly affected by regulations on data protection:

• The independence of the lawyer, and the freedom to pursue the 
client’s case 

• Duty to keep clients’ matters confidential and respect professional 
secrecy / LPP

• Avoidance of conflict of interest

• Self-regulation of the profession



Recommendations on the implementation of GDPR (1)

• Clarifying the legal basis for processing of personal data in the course 
of the activities of lawyers

a) Providing an explicit basis for the work of lawyers, on the basis of interest of 
the administration of justice, interests of clients (Art. 6.1e and 6.2)

b) For special categories of personal data: Art. 9.2f  

c) For non-contentious legal work, lawyers are generally advised to seek client 
consent



Recommendations on the implementation of GDPR (2)

• Restrictions to information and access to personal data protected by 
PS/LPP

a) Article 23.1: rights and obligations provided for in Articles 12 to 22 may be 
restricted for “(g) the prevention […] of breaches of ethics for regulated 
professions”.

b) Article 14 (information requirements): explicit exception “where the personal 
data must remain confidential subject to an obligation of professional 
secrecy regulated by Union or Member State law, including a statutory 
obligation of secrecy” (par. 5)



Recommendations on the implementation of GDPR (3)

• Restrictions of the power of supervisory authorities:

• Art. 90:”Member States may adopt specific rules to set out the powers of the 
supervisory authorities” in relation lawyers.

• Bars and Law Societies wish that the powers of the national supervisory 
authorities cannot be exercised without the consent of the relevant Bar or Law 
Society in each Member States. 



Guidance on main compliance measures for lawyers (1)

a) Security breach notification (Art. 33): notification is not required if 
the data breach is unlikely to result in any harm to the data subject.

b) Right to erasure (‘right to be forgotten’)(Art. 17): exception for 
processing activities necessary “for the establishment, exercise or 
defence of legal claims”. However, non-contentious legal activities 
are still covered!

c) Obligation to appoint a Data Protection Officer (DPO): 

• Solo practitioners could be excluded (recital 91)

• Lawyers are recommended not to act both as DPO and lawyer for a third party!



Guidance on main compliance measures for lawyers (3)

a) Impact assessments: required when processing is likely to result in a 
high risk to the rights and freedoms of natural persons, including any 
processing on a large scale of special categories of data

b) Data portability: data should be handed over in a structured, 
commonly used and machine-readable format.

c) Capability to track recipients of personal data (at a minimum name 
and electronic contact details)
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The GDPR & the Data Protection Bill
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GDPR – headlines

• General Data Protection Regulation 

• 25 May 2018 – must be fully compliant, no grace period

• Government confirmed it will continue in full after Brexit

• Potential for anti-trust style fines: max €20 million or 4% of global turnover

• Other sanctions: audits, 'stop processing' orders, name & shame orders…

• Actions by individuals: damages for hurt feelings, group actions, activist litigants
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Data Protection Bill

• Implements and supplements the adoption of the GDPR

• Sets out some exceptions

• Also includes much on data protection areas outside remit of the GDPR e.g. data processing by 

the intelligence services and for law enforcement

• Outlines where UK law will deviate from certain GDPR provisions, sets out details of certain 

exceptions and conditions which apply to the exceptions

• Currently being discussed and amended in Parliament
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What this session will cover

• Overview

• Terminology

• Chambers/individual barristers – roles

• Bases for fair processing

• Fair processing notices

• Controller to Processor requirements

• Data minimisation / data retention
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GDPR – overview

• Will require significant and deep-reaching changes for all barristers and chambers

• Data protection 'by design and by default'

• Data minimisation as standard

• Notifications to all data subjects – must now be detailed and granular:

• Consent - individual consent was mainstay – now risky and should generally be last resort

• Enhanced rights for individuals – copies of data, right to erasure, right to restrict processing

• Accountability – requirement to document processes and decisions
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Key terminology

• Personal Data – data relating to a living individual who can be identified from those data (or 
from those data and other available data)

• Processing – obtaining, recording, storing, organising, adapting, using, disclosing, deleting …

• Data Subject – the person whom the data is about

• Data Controller - person who determines purpose for which, and manner in which, data is 
processed

• Data Processor – person who processes data on behalf of data controller
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Chambers/individual barristers – roles re DP

• Individual barrister – data controller

• Individual barrister – data processor (for Chambers)

• Chambers – data controller

• Chambers – data processor (for barristers)

• Pupils/mini-pupils - data processor (for barristers)

• Pupils - data controller
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Bases for fair processing
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Bases for fair processing

Personal data must only be processed on one of the specified bases e.g.:

• Consent

• Contract

• Legal obligation

• Legitimate interests

• Others (e.g. processing in public interest)
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Bases for fair processing - consent

• Opt-in consent - no default content or pre-ticked 
boxes

• No transition period – "existing" data must comply 
on 25 May 2018

• Consent can be withdrawn at any time

• Consent may not be valid if you didn’t notify 
relevant information

"freely given, specific, 

informed and 

unambiguous 

indication of the data 

subject's wishes by 

which he or she, by a 

statement or by a clear 

affirmative action, 

signifies agreement…"
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Bases for fair processing - consent

• Keep records of consents e.g.:

‒ Activities covered by consent

‒ Duration of consent

‒ Any withdrawal of consent

• Requires notification of rights to data subject e.g.:

‒ To withdraw consent

‒ To erasure of data

‒ To portability of data
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Bases for fair processing - contract

• Where processing is necessary:

‒ for the performance of a contract to which the Data Subject is party, or

‒ in order to take steps at the request of the Data Subject prior to entering into such a contract

• "necessary" means that the purpose can't reasonably be achieved without the processing in 
question
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Bases for fair processing – legal obligation

• Processing is necessary for compliance with a legal obligation to which the Data Controller is 
subject

• e.g. record retention required by regulations, obligation to pay sickness benefits

• Legal obligation could be statutory, regulatory, or common law
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Bases for fair processing – legitimate interests

• Processing necessary for the purposes of the legitimate interests of the Controller or a third 
party

• Must be balanced against the interests, rights and freedoms of the data subject

• E.g. provision of legal services, conflict checks, complaints handling, pupil training, marketing

• Must record the particular legitimate interests relied on in each case

• Data subject has the right to object, in which case the processing must stop unless Controller 
can demonstrate compelling legitimate grounds, which override the data subject's interests, 
rights and freedoms
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Bases for fair processing – special categories

• Stricter rules apply for personal data about:

‒ Racial/ethnic origin

‒ Political opinions

‒ Religious/philosophical belief

‒ Trade union membership

‒ Sex life/sexual orientation

‒ Biometric data

• Also stricter rules for personal data about criminal convictions/offences
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Bases for fair processing – special categories

Processing not allowed unless you have consent, or it is necessary for certain purposes e.g.:

• Legal obligations or rights in the field of employment and social security and social protection 
law

• Establishment, exercise or defence of legal claims

• Substantial public interest on basis of law (but this requires balancing against data subject’s 
rights and freedoms, and is conditional)

• Legitimate interests and contract bases are not available

• DP bill likely to impose an obligation to have an appropriate “policy document” in place setting 
out how the controller intends to satisfy the GDPR principles and its approach to data retention
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Fair processing - notices
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Fair processing - notices

Controller must provide Data Subject with information:

• Controller’s name and contact details 

• Purposes of processing and legal bases relied on for processing

• Any third parties the data might be transferred to

• Legal basis for transfers outside EEA 

• Period for which data will be stored (or relevant criteria)

• Existence of data subjects' rights

• Existence of any automated decision making
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Fair processing - notices

Extra information will usually be needed for fairness / transparency, including:

• How long data is retained

• Rights to access/restrict/complain

• Right to withdraw consent

• Whether data subject is obliged to provide all data

• Consequences of failure to provide all data/consents
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Fair processing - notices

Exceptions, e.g.:

• Notice would involve disproportionate effort or seriously impair achieving objectives of 
processing (subject to protective measures e.g. making the information publicly available)

• Data is subject to legal professional privilege

• Obligation of professional secrecy regulated by law
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Controller to Processor requirements
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Controller to Processor requirements

• Processors now have direct statutory obligations and are subject to the sanctions regime

• Controllers must only use Processors who can demonstrate that they comply with GDPR

• Controller is responsible for breaches by Processor

• Must be governed by a written contract, subject to EU law

• Contract must include the mandated clauses
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Controller to Processor - contracts

Contract must specify the nature of the processing and oblige Processor to:

• process only on documented instructions from Controller

• ensure processing is by authorised personnel subject to obligations of confidentiality of data

• implement appropriate security measures and assist Controller with its security measures

• not use sub-processors without Controller's consent

• delete/return data to controller at end of permitted processing
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Controller to Processor - contracts

Contract must oblige Processor to:

• assist the Controller in meeting its obligations under GDPR, e.g. reporting data breaches, 
carrying out privacy assessments, complying with the exercise of data subject’s rights 

• allow for and contribute to audits

• maintain records relating to processing activities
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Data minimisation / data retention
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Data minimisation / data retention

• Only collect/retain data to the extent necessary for the purposes for which it is to be processed

• Only use data to the extent necessary for those purposes

• Data must be deleted (or anonymised) once it is not needed for the purposes for which it is 
processed

• Systems should be structured to facilitate deletion

• Be careful when retaining documents purely as precedents
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Core team profiles – specific areas

Tamara Quinn

Osborne Clarke

Partner

Data Protection & IP
T +44 (0) 20 7105 7092

tamara.quinn@osborneclarke.com
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Thank you
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Data Protection:
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Cyber Security: 

Is it really such a big deal?



Who are we?

A team of expert security testers and 

reverse engineers

Security vulnerability testing

Application code reviews

Cyber Essentials 

Targeted phishing attacks and ‘real world’ 
exercises 

Security awareness

In fun time, carry out extensive IoT 

security research

Samsung smart fridge

Mitsubishi Outlander

Smart TVs

Ransomware for IoT thermostats

Tim Luck

@pentestpartners

tim.luck@pentestpartners.com

IoT blog: 
www.pentestpartners.com







GDPR changes everything



GDPR

Effective 25th May 2018

MSPs will face tighter scrutiny by clients

Mandatory reporting to ICO & Individuals

<72 hours

No hiding of breaches

Personal data includes new items

Anything that can identify people – IP address, 
email address, etc.

Needs to be informed consent to hold data 

Written permission for the use of personal data

Should be easy to withdraw consent



GDPR

People have the right to be forgotten 

Certain circumstances

Not always given if needed – say for other legal 
reasons

People right to data portability

Subjects can use their data to find a better deal –
for free

Privacy by design

Systems should be designed with privacy in 
mind

Massive fines for non-compliance

>€20m or 4% global turnover

Whichever is greater



Key issues we see all the time



80-90% of all vulnerabilities can be 
fixed by Patching & Passwords



Passwords



Account passwords

It’s up to the user to set a good password…

Video instructions for CloudPets smart toy setup 
shows ‘qwe’ being created as a password

Can you guess what the most popular password for 
the app was?

On a personal note, implement strong password 
security processes. Lots of applications allow two-
factor authentication (2FA) for more secure access.



Fixing password reuse

Good advice:

Set a strong unique password right?

Passphrase, but pad your password with 

local characters 

££!TheDarkS1de0ftheM00n!££



The easy way

Set one strong passphrase use the tool to 

generate a complex unique password for 

every other account. You only need to 

remember one passphrase. Easy!

For free! Mobile apps, always in sync with 

PC/Mac

One master password

Amazon
Web Mail eBay



Doing passwords the cool way

Follow Troy Hunt’s https://haveibeenpwned.com

He has recently collated and hashed 306M common passwords, from breach 

data

Using his API, hash the users password, check if it is already in the breach list

Then reject the password if so

https://haveibeenpwned.com/


Phishing – Some examples



Basic Phishing Emails

Something bad

Easily fixed

Trustworthy, but not a specific person



Spear Phishing

Using REAL information taken from social networks and any other 
online presence.

Hi James,

We have created a new Outlook portal and in an effort to ensure it is fully tested before a wider 
company roll out I was hoping you could help with the testing.

I know you have a bit of experience in this area and would welcome your feedback.

The portal is available at:
http://secure-company.com

Regards,
Alex
IT Support

http://secure-company.com/


CEO fraud / Whaling

Fake emails urging 

payment

Urgency demanded

Language to make you 

feel like you need to 

help

Pressurised time limit

Successful??



You bet!



Email Aware

What can you do?
STOP and THINK before you open an email or download a 
file from the Internet. 
Malicious software can be installed by simply opening the 
email without even clicking links or downloading anything.

Ask yourself
Do you know the sender? 
Are you expecting it?
Does it look suspicious in any way?
Can you verify or trust the source of a file attachment or 
link?

If it looks suspicious
Do not open the email or click to open any attachments or 
links

Alert IT



Some IoT fun



A Wi-Fi kettle

A Wi-Fi enabled kettle, essential 
for every home

Comes with mobile app, from 
which kettle can be boiled

Offers stunning time saving, at a 
£100 premium over a regular non-
smart kettle



How to hack a kettle

#1 port scan

#2 take it apart

#3 locate chipset manuals

#4 review source code

#5 find code fails

#6 make tea!





…the hack requires specialist knowledge…

one would have to be very lucky to find a user with an 
iKettle



Wi-Fi is trackable. Find kettles to steal Wi-Fi 
PSK from



Now for some swearing



My Friend Cayla
Interactive kids doll

Voice recognition, listens 
continuously whilst powered on

“Internet Safe” “Kid friendly”

Anti-profanity filters

… so can we make her swear?

… could someone use her to spy on 
kids?



4 ways to hack Cayla

Bluetooth

No PIN!

Voice recognition

Local database of ‘badwords’

1: no BT PIN, 
connect her to any 
audio source

4: Modify the stories

2: add swear words to 
question database

3: Intercept and 
modify Wikipedia 

lookups

Wikipedia API



There is hope!



My Friend Cayla

German telecoms regulator bans 
Cayla

On grounds that she has ‘covert audio 
bugging capability’

EUR 25,000 fine for possession

Legal cases around IoT emerging



US Senate draft IoT security bill

A great step in the right direction

US government departments and 
agencies may not use IoT devices that 
do not comply with basic security 
standards

Some issues requiring debate, though 
this bill is almost beautifully simple



Efforts in the EU

Various EU publications and drafts

ENISA making progress

Julia Reda (Greens/EFA)

“State of the Cyber: 10 proposals for 
improving IT security in the EU”



Summary

Mandate strong passwords, and implement 2FA where possible

https://haveibeenpwned.com

Be aware of phishing attacks, and don’t be afraid to question people/emails/calls that 

come in

Assess risk IoT has to your corporate and home site/network – and ask yourself if you 

really need it!

https://haveibeenpwned.com/


@pentestpartners
Blog:www.pentestpartners.com



DPOs and DPIA
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Travelling with data
Bar Council GDPR Conference

Lawrence Akka QC

April 2018



outdataTravelling with



CD6

You must keep the affairs of each client confidential

rC15.5 

… you must protect the confidentiality of each client’s 
affairs, except for such disclosures as are required or permitted 
by law or to which you client gives informed consent.

gC42 

The duty of confidentiality (CD6) is central to the administration 
of justice.



Any transfer of personal data which are undergoing 
processing or are intended for processing after transfer 
to a third country or to an international organisation 
shall take place only if, subject to the other provisions 
of this Regulation, the conditions laid down in this 
Chapter are complied with …

GDPR Art 44



• Leave your hardware at home

• Leave your data at home

• Leave your passwords at home

• Turn it off





• Politely explain about privilege

• Ask for your objection to be recorded

• Ask for help

• Go home?



Data Protection and the Public Forum
Iain Mitchell QC

@thebarcouncil
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Panel Discussion:
Data Mapping & Retention, Data Transfer

Chair: Lawrence Akka QC

Iain Mitchell QC, Clive Freedman, Pavel Klimov, 
Shobana Iyer, and Tim Luck

@thebarcouncil
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Q&A Session

@thebarcouncil
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Many thanks for watching

For further guidance, please see the Bar Council Ethics & Practice Hub

@thebarcouncil
#TRADATA
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Summary of key points 

1. Most law firms will not be required to appoint a data protection officer (DPO) 
under the GDPR. 

2. Some law firms might be obliged to designate a DPO. 

3. It is good practice for: 

a) all firms to evaluate their processing of personal data against the criteria for 
the mandatory appointment of a DPO; 

b) document their decision; and 

c) continuously review their decision, especially before any substantial change 
in processing activity or when carrying out a data protection impact 
assessment (DPIA). 

4. Firms should consider voluntary designation of a DPO. You should document the 
reasons for your decision. If you do not appoint a DPO you should document your 
reasons for that and consider other governance arrangements you will put in 
place to ensure compliance with the GDPR. 

5. Governance arrangements should always include a suitably senior and qualified 
person with the necessary resources to lead on data protection compliance. 

6. Firms should pay careful attention to the characteristics, role and tasks of the 
DPO in deciding whom to appoint and ensure that the DPO has the appropriate 
levels of expertise, independence and resource, as well as considering other 
relevant issues, such as conflict of interest, the statutory duties of the DPO, that 
person’s duties to his or her clients and fellow partners, etc. 

7. Appointment of a DPO can facilitate data protection compliance, however, DPOs 
are not personally responsible in case of a non-compliance with the GDPR, and 
the compliance responsibilities will always remain with the firm, whether acting as 
a controller or a processor under the GDPR.    
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1 - Are you obliged to designate a DPO? 

You should consider whether or not you need to appoint a DPO and should 
document your analysis. 

 

The Information Commissioner is the UK’s supervisory authority under the GDPR.  
Article 29 Working Party (WP29) is an independent European advisory body on data 
protection and privacy, which comprises of representatives from the data protection 
authorities of each EU member state. Its tasks are described in Article 30 of Directive 
95/46/EC and Article 15 of Directive 2002/58/EC. You should therefore familiarise 
yourself with the Information Commissioner’s guidance on appointing a DPO along 
with the guidance issued by the Article 29 Working Party: ICO and WP29 guidance.  

 

The criteria that need to be followed in deciding whether or not you must appoint a 
DPO are set out in Article 37(1) of the GDPR.   

 

Designation of a DPO is mandatory: 

 
a) where processing is carried out by a public authority or body, except for courts 

acting in their judicial capacity; 

b) where the core activities of the controller or the processor consist of processing 
operations which, by virtue of their nature, their scope and/or their purposes, 
require regular and systematic monitoring of data subjects on a large scale; or  

c) where the core activities of the controller or the processor consist of processing 
on a large scale of special categories of data or1 personal data relating to criminal 
convictions and offences. 

 

Firms will need to interpret the key terms, including ‘core activities’, ‘regular and 
systematic’ and ‘large scale’ in order to decide whether mandatory designation of a 
DPO is required. They will also need to identify, whether or not they are processing 
special categories of data and whether in certain circumstances they can be 
regarded as “public authority or body”.  

 
 
  

                                                 
1 Article 37(1)(c) and Recital 97 use the word ‘and’, however WP29 argues that “[a]lthough the provision 
uses the word ‘and’, there is no policy reason for the two criteria having to be applied simultaneously. 
The text should therefore be read to say ‘or’.” 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/
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Appointment of data protection officers by law firms 
General Data Protection Regulation guidance 

2 - Interpretation of key terms 

WP29’s interpretation of key terms is summarised below along with the GDPR 
definition of special categories of data. 

 

2.1 - ‘Public authority or body’ 

WP29 considers that the notion of “public authority or body” should be determined 
under national law and suggests that the concept is not limited to national, 
regional and local authorities, but under the applicable national laws, typically also 
includes a range of other bodies governed by public law. 

 

2.2 - ‘Core activites’ 

Recital 97 specifies that the core activities of a controller relate to ‘primary 
activities and do not relate to the processing of personal data as ancillary 
activities. The W29 suggest that “core activities” can be interpreted as “the key 
operations necessary to achieve the controller’s or processor’s goals”, but should 
not be interpreted as excluding activities where the processing of data forms an 
“inextricable part” of such key operations of the controller or processor (e.g. in 
providing services to its clients). 

 

2.3 - ‘Regular and systematic monitoring’   

WP29 interprets “regular” as: (i) ongoing or occurring at particular intervals for a 
particular period, or (ii) recurring or repeated at fixed times, or (iii) constantly or 
periodically taking place; and “systematic” as (i) occurring according to a system, 
or  (ii) pre-arranged, organised or methodical, or (iii) taking place as part of a 
general plan for data collection, or (iv) carried out as part of a strategy. Examples 
of activities that may constitute regular and systematic monitoring include email 
retargeting, data-driven marketing, profiling and scoring for purposes of risk 
assessment for detection of money-laundering. 

  

2.4 - ‘Large scale’ 

The GDPR does not define what constitutes “large scale” processing, however 
Recital 91 to the GDPR explains that “large-scale processing operations which 
aim to process a considerable amount of personal data at regional, national or 
supranational level and which could affect a large number of data subjects and 
which are likely to result in a high risk” would be included in that notion, where, on 
the contrary, ‘the processing of personal data should not be considered to be on a 
large scale if the processing concerns personal data from patients or clients by an 
individual physician, other health care professional or lawyer.’2 WP29 describes 
this as ‘one extreme’. At the other end, it cites ‘processing of personal data in the 
regular course of business by a hospital’. In between these extremes WP29 talks 

                                                 
2 Recital 91 refers to data protection impact assessments, and not to the designation of DPOs.  
However, it can be used by analogy, though some elements might be specific to the context of data 
protection impact assessment and not apply in the exact same way to this notion in the context of the 
designation of DPOs.  
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of a ‘grey zone’. It suggests that the factors that should be taken into account in 
determining whether processing is on a large-scale are: 

 

• the number of data subjects concerned - either as a specific number or as a 
proportion of the relevant population; 

• the volume of data and / or range of data processing activity; 

• the duration, or permanence, of data processing activity and 

• the geographical extent of the processing activity. 

 

2.5 - ‘Special categories of data’  

The special categories of data are set out in Article 9 of the GDPR. They consist 
of personal data revealing racial or ethnic origin, political opinions, religious or 
philosophical beliefs or trade union membership, and the processing of genetic 
data, biometric data for the purpose of uniquely identifying a natural person, data 
concerning health or data concerning a natural person’s sex life or sexual 
orientation. ‘Genetic data’ and ‘biometric data’ are themselves defined in Article 
4(13) & (14) respectively. 

 

 

Bearing these definitions and interpretations in mind, and revisiting the ICO and 
WP29 guidance as necessary, you may wish to work your way through the flowchart 
in annex A to help you decide whether or not you must designate a DPO. 

 

It is probably the case that few law firms will be systematically monitoring data 
subjects on a large-scale. Some, however, are more likely to be processing special 
categories of data, e.g. concerning health, ethnicity, political or religious beliefs, trade 
union membership, or sexual orientation of the firm’s clients, or relating to their 
criminal convictions and offences, and such processing might be conducted on a 
large scale.  Firms might conclude that their processing falls outside the criteria for 
the mandatory DPO appointment. If in doubt, firms may wish to appoint a DPO 
anyway on a voluntary basis.  Some firms might also benefit from taking specialist 
advice, if they do not have the necessary expertise in their practice. Firms should 
keep a full record of their decision-making.  

 

Firms that process data in the UK about employees or clients of offices in other EU 
jurisdictions should also review regularly whether local legislation, decisions of local 
supervisory authorities, or case law would make it mandatory to appoint a DPO for 
that jurisdiction. In the case of this happening in more than one jurisdiction, it may be 
preferable to appoint a DPO in the UK, as a single point of contact for all relevant 
supervisory authorities. 
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3 - Voluntary appointment of a DPO 

WP29 encourages designation of DPOs on a voluntary basis. If in doubt about 
whether or not a mandatory designation should be made it would be good practice to 
consider whether a DPO should be appointed on a voluntary basis. 

 

Even if it is clear that a mandatory appointment need not be made, voluntary 
appointment of a DPO would be appropriate where the law firms considers such an 
appointment in conjunction with other measures would be the most effective way of 
meeting your firm’s compliance obligations under the GDPR. 

 

When a firm designates a DPO on a voluntary basis, the requirements under Articles 
37 to 39 of the GDPR will apply to his or her designation, position and tasks as if the 
designation had been mandatory. 

 

 

4 - Who should be appointed as DPO? 

Article 37(5) states that DPOs shall be designated on the basis of: 

 
a) professional qualities; 

b) expert knowledge of data protection law and practices; and 

c) the ability to fulfil the tasks as set out in Article 39. 

 

Existing staff members could be appointed to the role but these requirements, in 
particular for expert knowledge of data protection law and practices, are likely to 
mean that for some practices external recruitment or appointment might be more 
appropriate. Article 37(2) permits a group of undertakings to appoint a single DPO, 
provided that they are easily accessible from each establishment.  It is equally 
possible to appoint an external party as your DPO, but careful considerations should 
be given to such external appointments, including any conflict of interest issues.  The 
firms cannot “outsource” its GDPR compliance obligations, and at the same time an 
external DPO, apart from having to fulfil the statutory requirements on qualification 
and knowledge of data protection laws and practices, should have sufficient 
knowledge and proximity to the firm’s data management processes and access to the 
firm’s senior management and ability to be properly involved in a timely manner in all 
issues in relation to the protection of personal data.   

 

In deciding whom to appoint, practices should review the requirements of Articles 37-
39 bearing in mind the need for expertise, independence and avoiding conflicts of 
interest, compliance with the conduct rules and partnership agreement and 
applicable legal rules. 
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5 - Regular review 

WP29 recognises the possibility that over time a standard practice may develop for 
identifying in more specific and / or quantitative terms what constitutes ‘large scale’ in 
respect of certain types of common processing activities. It plans to share and 
publicise examples of relevant thresholds and therefore law firms should keep their 
decision as to whether or not to appoint a DPO under review.   

 

You should review your decision about appointing a DPO on a regular basis and 
especially before any substantial change in processing activity or when carrying out a 
data protection impact assessment (DPIA).   

 

 

6 - Alternative arrangements 

If you do not make a mandatory or voluntary appointment of a DPO you should 
consider nominating a suitably senior and qualified person with the necessary 
resources to lead on data protection compliance. This person should not be 
described as a ‘DPO’; a suitable alternative title (or part of a title) might be ‘Privacy 
Officer’ or “Data Protection Compliance Programme Manager”, etc. 

 

What constitutes a suitably senior and qualified person with the necessary resources 
will vary between practices. One reason larger practices may choose not to make a 
voluntary appointment of a DPO is because the position and tasks of the DPO under 
the GDPR are misaligned with their current governance and accountability 
arrangements for risk management across the firm. In these circumstances, the 
balance of resources and responsibilities across the risk management function will 
need to be considered and the demands of the GDPR mean that they are unlikely to 
remain unchanged from your current arrangements. Sole practitioners and smaller 
practices may continue to allocate responsibility for data protection to a partner but 
consideration will need to be given to obtaining external expert advice – for example, 
in your initial preparations for GDPR, on the occasion of a significant changes in 
processes, procedures or technology (including when it is necessary to carry out a 
data protection impact assessment), or in order to ensure that you have appropriate 
technical and organisational measures in place to secure data or to respond to data 
breaches (including mandatory data breach notifications).  
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Annex A – Appointment of a DPO flowchart 

With reference to the definitions and interpretations in section 2, and revisiting the 
ICO and WP29 guidance as necessary, this flowchart can be used to help you decide 
whether or not you must designate a DPO. 
 

 


