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CCBE at glance

* 45 members: 32 full
members (EEA+CH),
13 associates &
observers

e Over 1 million
European lawyers

* Recognized as the
voice of the European
legal profession by the
EU institutions

Council of Bars and Law Societies of Europe
The voice of the European legal profession
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CCBE’s main actions in relation to the GDPR

e 2010: CCBE response to the public consultation on the Legal Framework for the
Fundamental Right to Protection of Personal Data
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e 2011: CCBE response to the Commission communication on “A comprehensive
approach on data protection in the EU”

e 2012: CCBE Position on the proposed GDPR
e 2012-2016: Lobbying the EU institutions
12/2016: CCBE Recommendations regarding the implementation of the GDPR

05/2017: CCBE Guidance on the main new compliance measures for lawyers
regarding the GDPR

Monitoring implementation of the GDPR

Responding to guidelines Article 29 Working Party, e.g. on DPIA and Art. 49
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The GDPR —why itis asitis

* 4 years of negotiations

4.000 amendments

Most lobbied piece of EU law regulation in history of EU law ever

Regulation and therefore directly applicable in all Member States, however....

Many issues remain subject to national law, e.g.:
 Obligations of professional secrecy / LPP

Freedom of expression and information

Personal data contained in official documents

Personal data for scientific, historical or statistical purposes
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Data protection vs. core values legal profession

Values that are mostly affected by regulations on data protection:

* The independence of the lawyer, and the freedom to pursue the
client’s case

e Duty to keep clients’ matters confidential and respect professional
secrecy / LPP

e Avoidance of conflict of interest

 Self-regulation of the profession
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Recommendations on the implementation of GDPR (1)

 Clarifying the legal basis for processing of personal data in the course
of the activities of lawyers

a) Providing an explicit basis for the work of lawyers, on the basis of interest of
the administration of justice, interests of clients (Art. 6.1e and 6.2)

b) For special categories of personal data: Art. 9.2f

c) For non-contentious legal work, lawyers are generally advised to seek client
consent
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Recommendations on the implementation of GDPR (2)

Restrictions to information and access to personal data protected by
PS/LPP

a) Article 23.1: rights and obligations provided for in Articles 12 to 22 may be
restricted for “(g) the prevention [...] of breaches of ethics for regulated
professions”.

b) Article 14 (information requirements): explicit exception “where the personal
data must remain confidential subject to an obligation of professional
secrecy regulated by Union or Member State law, including a statutory
obligation of secrecy” (par. 5)

Rue Joseph II, 40/8 - B-1000 Brussels
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Recommendations on the implementation of GDPR (3)

e Restrictions of the power of supervisory authorities:

e Art. 90:”Member States may adopt specific rules to set out the powers of the
supervisory authorities” in relation lawyers.

* Bars and Law Societies wish that the powers of the national supervisory
authorities cannot be exercised without the consent of the relevant Bar or Law
Society in each Member States.

ww.ccbe.e
Tou
in M 5



EUROPEAN LAWYERS

Council of Bars and Law Societies of Europe
The voice of the European legal profession

hll, 40/8 - B-1000 B

- russels
e.eu - www.ccbe.eu

EUROPEAN BARS

CCBE

AVOCATS EURCPEENS

SNIF408NI XNYIYYVE

Rue Jose
T.:+32 (0)2 234 65 10 -

cche@cch

Guidance on main compliance measures for lawyers (1)

a) Security breach notification (Art. 33): notification is not required if
the data breach is unlikely to result in any harm to the data subject.

b) Right to erasure (‘right to be forgotten’)(Art. 17): exception for
processing activities necessary “for the establishment, exercise or
defence of legal claims”. However, non-contentious legal activities
are still covered!

c) Obligation to appoint a Data Protection Officer (DPO):
* Solo practitioners could be excluded (recital 91)

e Lawyers are recommended not to act both as DPO and lawyer for a third party!
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Guidance on main compliance measures for lawyers (3)

a) Impact assessments: required when processing is likely to result in a
high risk to the rights and freedoms of natural persons, including any
processing on a large scale of special categories of data

b) Data portability: data should be handed over in a structured,
commonly used and machine-readable format.

c) Capability to track recipients of personal data (at a minimum name
and electronic contact details)
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» General Data Protection Regulation

« 25 May 2018 — must be fully compliant, no grace period

« Government confirmed it will continue in full after Brexit

* Potential for anti-trust style fines: max €20 million or 4% of global turnover
 Other sanctions: audits, 'stop processing' orders, name & shame orders...

 Actions by individuals: damages for hurt feelings, group actions, activist litigants



* Implements and supplements the adoption of the GDPR

- Sets out some exceptions

 Also includes much on data protection areas outside remit of the GDPR e.g. data processing by
the intelligence services and for law enforcement

 Qutlines where UK law will deviate from certain GDPR provisions, sets out details of certain
exceptions and conditions which apply to the exceptions

» Currently being discussed and amended in Parliament



* Overview

 Terminology

« Chambers/individual barristers — roles
- Bases for fair processing

* Falir processing notices

 Controller to Processor requirements

» Data minimisation / data retention



« Will require significant and deep-reaching changes for all barristers and chambers

- Data protection 'by design and by default'

- Data minimisation as standard

* Notifications to all data subjects — must now be detailed and granular:

« Consent - individual consent was mainstay — now risky and should generally be last resort

- Enhanced rights for individuals — copies of data, right to erasure, right to restrict processing

- Accountability — requirement to document processes and decisions



* Personal Data — data relating to a living individual who can be identified from those data (or
from those data and other available data)

* Processing — obtaining, recording, storing, organising, adapting, using, disclosing, deleting ...
- Data Subject — the person whom the data is about

- Data Controller - person who determines purpose for which, and manner in which, data is
processed

- Data Processor — person who processes data on behalf of data controller



* Individual barrister — data controller

* Individual barrister — data processor (for Chambers)
« Chambers — data controller

« Chambers — data processor (for barristers)

* Pupils/mini-pupils - data processor (for barristers)

* Pupils - data controller






Personal data must only be processed on one of the specified bases e.g.:
- Consent

» Contract

* Legal obligation

* Legitimate interests

 Others (e.g. processing in public interest)



* Opt-in consent - no default content or pre-ticked

boxes : -
"“freely given, specific,
* No transition period — "existing" data must comply Informed and
on 25 Mav 2018 unambiguous
y indication of the data
. . . subject's wishes by
Consent can be withdrawn at any time e e 61 el 5y
. « g c y . statement or by a clear
Consent may not be valid if you didn’t notify affirmative action.
relevant information signifies agreement..."




- Keep records of consents e.g.:
— Activities covered by consent
— Duration of consent
— Any withdrawal of consent
* Requires notification of rights to data subject e.qg.:
—To withdraw consent
—To erasure of data

— To portability of data



* Where processing is necessary:
—for the performance of a contract to which the Data Subject is party, or
—in order to take steps at the request of the Data Subject prior to entering into such a contract

* "necessary" means that the purpose can't reasonably be achieved without the processing in
guestion



* Processing is necessary for compliance with a legal obligation to which the Data Controller is
subject

* e.g. record retention required by regulations, obligation to pay sickness benefits

- Legal obligation could be statutory, regulatory, or common law



* Processing necessary for the purposes of the legitimate interests of the Controller or a third
party
» Must be balanced against the interests, rights and freedoms of the data subject

 E.g. provision of legal services, conflict checks, complaints handling, pupil training, marketing
» Must record the particular legitimate interests relied on in each case

- Data subject has the right to object, in which case the processing must stop unless Controller
can demonstrate compelling legitimate grounds, which override the data subject's interests,
rights and freedoms



« Stricter rules apply for personal data about:
— Racial/ethnic origin
— Political opinions
—Religious/philosophical belief
— Trade union membership
— Sex life/sexual orientation

— Blometric data

« Also stricter rules for personal data about criminal convictions/offences



Processing not allowed unless you have consent, or it is necessary for certain purposes e.g.:

* Legal obligations or rights in the field of employment and social security and social protection
law

- Establishment, exercise or defence of legal claims

« Substantial public interest on basis of law (but this requires balancing against data subject’s
rights and freedoms, and is conditional)

- Legitimate interests and contract bases are not available

- DP bill likely to impose an obligation to have an appropriate “policy document” in place setting
out how the controller intends to satisfy the GDPR principles and its approach to data retention






Controller must provide Data Subject with information:

« Controller’'s name and contact details

* Purposes of processing and legal bases relied on for processing
« Any third parties the data might be transferred to

 Legal basis for transfers outside EEA

* Period for which data will be stored (or relevant criteria)

» Existence of data subjects' rights

» Existence of any automated decision making



Extra information will usually be needed for fairness / transparency, including:
* How long data is retained

* Rights to access/restrict/complain

* Right to withdraw consent

» Whether data subject is obliged to provide all data

« Consequences of failure to provide all data/consents



Exceptions, e.g.:

* Notice would involve disproportionate effort or seriously impair achieving objectives of
processing (subject to protective measures e.g. making the information publicly available)

» Data is subject to legal professional privilege

* Obligation of professional secrecy regulated by law






* Processors now have direct statutory obligations and are subject to the sanctions regime
 Controllers must only use Processors who can demonstrate that they comply with GDPR
 Controller is responsible for breaches by Processor

* Must be governed by a written contract, subject to EU law

+ Contract must include the mandated clauses



Contract must specify the nature of the processing and oblige Processor to:

* process only on documented instructions from Controller

ensure processing is by authorised personnel subject to obligations of confidentiality of data

implement appropriate security measures and assist Controller with its security measures

not use sub-processors without Controller's consent

delete/return data to controller at end of permitted processing



Contract must oblige Processor to:

- assist the Controller in meeting its obligations under GDPR, e.g. reporting data breaches,
carrying out privacy assessments, complying with the exercise of data subject’s rights

 allow for and contribute to audits

* maintain records relating to processing activities






* Only collect/retain data to the extent necessary for the purposes for which it is to be processed

* Only use data to the extent necessary for those purposes

- Data must be deleted (or anonymised) once it is not needed for the purposes for which it is
processed

« Systems should be structured to facilitate deletion

» Be careful when retaining documents purely as precedents
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Data Protection:
a risk-based approach
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Panel discussion: Lawful Processing,
Practical Compliance Issues

Chair: Jacqueline Reid
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Cybersecurity in the real world
Tim Luck




Cyber Security:
Is it really such a big deal?

@ info@pentestpartners.com 3 +44 (0)20 3095 0500 ,@PenTestPartners PenTestPartnersLLP



Who are we?

A team of expert security testers and
reverse engineers

In fun time, carry out extensive IoT
security research

Tim Luck
@pentestpartners

tim.luck@pentestpartners.com

IoT blog:
www.pentestpartners.com



TalkTalk cyber-attack: Website hit by How hackers could use your 'smart home'
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ozowet NHS cyber-attack: GPs and hospitals hit
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3 billion accounts Everything you need to know about

the Petya, er, NotPetya nasty trashing
' PCs worldwide
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GDPR

Effective 25th May 2018
MSPs will face tighter scrutiny by clients

Mandatory reporting to ICO & Individuals
<72 hours

Personal data includes new items

Needs to be informed consent to hold data

TECH

New Uber CEO Knew of Hack for Months

Dara Khosrowshahi learned of 2016 breach two weeks after taking post in September, but customers weren't told until this week

By Greg Bensinger and Robert McMillan

Nov. 23,2017 1:44pm.ET

While the massive data breach at Uber Technologies Inc. didn't happen under the watch of
its new chief executive, more than two months elapsed before he notified affected
customers and drivers of the incident, people familiar with the matter said.

CEO Dara Khosrowshahi learned of the breach, which Uber said happened in October 2016

and affected some 57 million accounts, about two weeks after he officially took the heln or

RELATED VIDEO
Uber CEO Travis Kalanick Resigns

Uber co-founder and CEO Travis Kalanick has resigned, after
investors pressured him to step down following six months of
scandal and setbacks Photo: AFP (Originally published June




GDPR

People have the right to be forgotten

People right to data portability

Privacy by design

Massive fines for non-compliance












Account passwords

It’s up to the user to set a good password...

Video instructions for CloudPets smart toy setup
shows ‘qwe’ being created as a password

Can you guess what the most popular password for
the app was?

On a personal note, implement strong password
security processes. Lots of applications allow two-
factor authentication (2FA) for more secure access.




Fixing password reuse

Good advice:
Set a strong unique password right?

Passphrase, but pad your password with
local characters

££!'TheDarkSideoftheMoon!££

DDDD?EE{?;:;NUDUDD - ~ 28 BITS OF ENTROPY WAS IT TROMRONE? NO,
ORDER go0Bongn o TROUBADOR. AND ONE OF
(N[ggémﬁeﬁsm NN | | e Co || HE Os WRSA ZERO?

I AT aeee . AND THERE WAS
Tro bAd ' 2= 3R AT | | SoME SHBOL..

rdu or &3 1000 GUESSES /sEc
s o e || EEST S
o SUBSTITUTIONS ooo L ;B;MMTMM} -

ooo IFFICOLTY TO GUESS: IFFICULTY TO REMEMBER:
pamumemme Moo EASY HARD
Jsmm?ﬁﬂimum

~ Y44 BITS OF ENTROPY
Ooooooopooooo
- E : 5 ![ OooOoogooooon
E(_.J._ Ct! Il-I | .ba EJ, sLtaplE Ooooooooooo
el e e |

i w
= YEARS AT
DT ||
1000 GUESSES/seC
FOUR RANDOM
HARD MEMORIZED IT

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS Tb GUESS,




The easy way

Set one strong passphrase use the tool to
generate a complex unique password for
every other account. You only need to
remember one passphrase. Easy!

For free! Mobile apps, always in sync with
PC/Mac

LastPass EXExa
dashlane |

A
t Password Safe

‘ Simple & Secure Password Management 1Pas sword




Doing passwords the cool way

Follow Troy Hunt’s https://haveibeenpwned.com

He has recently collated and hashed 306M common passwords, from breach
data

Using his API, hash the users password, check if it is already in the breach list
Then reject the password if so


https://haveibeenpwned.com/




Basic Phishing Emails

From: Matwest <no-reply@vislink.net> sent:  Tue 11/06/2013 13:41
To:
Cc
Subject: Access Locked
R T - @
FY
Something bad
- Access to online banking services has been temporarily locked
Easily fixed =
To restore your access, click Log In to Online Banking and proceed with the verification
process.
In case this process is not performed within 24 hours your account will be suspended.
Yours sincerely,
MNatwest online banking team < Trustworthy, but not a specific person




Spear Phishing

Using REAL information taken from social networks and any other
online presence.

Hi James,

We have created a new Outlook portal and in an effort to ensure it is fully tested before a wider
company roll out I was hoping you could help with the testing.

I know you have a bit of experience in this area and would welcome your feedback.

The portal is available at:
http://secure-company.com

Regards,
Alex
IT Support


http://secure-company.com/

CEO fraud / Whaling

Fake emails urging HOW ( F O FR A UJ D IMPACTS YOU

payment

THE START —’ THE PHISH —) THE RESPONSE —’ THE DAMAGE —’ THE RESULT

Ur enc demanded Attackers see if they can Spoofed emails are sent to Target receives email and Social engineering was The fallout after a successful

g y spoof your domain and high-risk employees in the acts without reflection or successful, giving hackers attack can be highly
impersonate the CEO (or organization questioning the source access to what they were after damaging for both the
other important people) company and its employees

e e To: Finance Department 3 )
| better get this payment Resulting damage:

Language to make you

Please send $100,000 to new Causing fraudulent wire
acct #987654-3210 transfers and massive data + Money is gone forever in

[ ]
feel like you need to
- - N recovered 4% of the time
ese To: CFO v
help It's from the CEO, I'll take VACED e
Please pay this time-sensitive b

; : g care of this for him!
invoice. I'm on vacation and will ¢ « CFO s fired

Bad guys often troll be unavailable, no need to
companies for respond. - Your CEO
months to gather
L] L) L] L]
the data necessary
ressurlse tl I I I e 1 I I I lt in pulling off a e e To: Human Resources v Intangit_)les-ltarnifshed
successful attack Sounds important. I'll reputation, loss of trust, etc.
Enascs FD coby ol send these right away!
employee W-2s for the

IRS ASAP!

+ Lawsuits are filed

So... Think Before You Click!

Successful??

KnewBe4 SECURITY AWARENESS TRAINING | www.KNOWBEA4.com

= info@pentestpartners.com & +44 (0)20 3095 0500 PenTestPartnersLLP




You bet!

Impostors bilk Omaha's | 07 Tech Firm Ubiquiti Suffers $46M Cyberheist
SCOUlar CO. Out Of $ 1 7- 2 \ Networking firm Ubiquiti Networks Inc. disclosed this week that cyber thieves recently

- . | stole $46.7 million wusing an increasingly common scam in which crooks spoof
]

mllllon communications from executives at the vietim firm in a bid to initiate unauthorized

international wire transfers.

By Russell Hubbard / World-Herald staff writer Feb 5, 2015 % (B)
Ubiguiti, a San Jose based maker of networking
i technology for service providers and enterprises, disclosed

the attack in a quarterly financial report filed this week
with the U.S. Securities and Exchange Commission

. . . . . (SEC). The company said it discovered the fraud on June
Corporate cybercrime on an international scale has hit one of | -

Omaha's biggest and oldest companies 5. 2015, and that the incident involved emplovee

impersonation and fraudulent requests from an outside E‘}
entity targeting the company’s finance department.

The Scoular Co., an employee-owned commodities trader I

founded 120 years ago, has been taken for $17.2 million in an “This fraud resulted in transfers of funds ageregating $46.7

international email swindle, according to federal court million held by a Company subsidiary incorporated in

documents. Hong Kong to other overseas accounts held by third

———

parties,” UTbiquiti wrote. “As soon as the Company became

An executive with the 800-employee company wired the aware of this frandulent activity it initiated contact with its
money in installments last summer to a bank in China after Hong Kong subsidiary’s bank and promptly initiated legal
receiving emails ordering him to do so, says an FBI statement proceedings in various foreign jurisdictions. As a result of
filed last month in U.S. District Court in Omaha. these efforts, the Company has recovered $8.1 million of

the amounts transferred.”
Chuck Elsea

The orders turned out to be a fraud. |

Known variously as “CEQ fraud,” and the “business email

se,” the swindle that hit TThiouiti is a sophisticated and inereasinely commeon one

= info@pentestpartners.com & +44 (0)20 3095 0500 ,@PenTestPartners PenTestPartnersLLP




Email Aware
What can you do?

Ask yourself

If it looks suspicious

Alert IT

Never trust

suspicious Links.







A Wi-Fi enabled kettle, essential
for every home

Comes with mobile app, from
which kettle can be boiled

Offers stunning time saving, at a
£100 premium over a regular non-
smart kettle




#1 port scan
#2 take it apart
#3 locate chipset manuals

#4 review source code

Illlll'lli lllllllllllllllllll ||||1 #5 find code fails

‘M;

| #6 make tea!



UART WIFI TRANSPARENT MODULE

LECHOUSC

Copy Right Reserved By Elechouse

www elechouse.com
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4.3.7 System parameters
43.7.1 System password
Table 4-34 System password

Parameter name Parameter Correlative Command
System password Login Password AT+PASS
Description

The login password for accessing the module through WEB server or
wireless configuration.
The default setting of system is “000000" .

4372 WEB server

6246 AT+KEY
Function:

Set or query network key. What should br noted is that before using this command to
set network key,user must set the encryption mode with the command AT+ENCRY .
Format:

AT+KEY=[1?][format] index] [key]<CR=

+0K[=format,index key]<CR><LF><CR><LF>






Wi-Fi is trackable. Find kettles to steal Wi-Fi
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German telecoms regulator bans
Cayla

On grounds that she has ‘covert audio
bugging capability’

EUR 25,000 fine for possession

Legal cases around I0T emerging

e European
( onsumer
Organisation

Consumer organisations across the EU take action against
flawed internet-connected toys

PRESS RELEASE - 06.12.2016

The internet-connected toys ‘My Friend Cayla’ and ‘i-Que’ fail miserably when it comes to
safeqguarding basic consumer rights, security, and privacy. Both toys are sold widely in the EU.
BEUC’s Norwegian member, the Norwegian Consumer Council, has looked at the terms and
technical features of these connected toys. The findings reveal serious risks to, and a lack of
understanding of, children’s rights to privacy and security.
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To provide minimal evberseenrity operational standarvds for Tnternet-connected
deviess purelased by Federal agencies, and for other purposes.

IN THE SENATE OF THE UNITED STATES

Mro Wanner (for himself, Meo Gagozer, Me. Wypes, and Meo Daases) ine

troduced the following bill; whieh was read twicee and referred to the Come-

mittes on
To provide minimal cyberseenrity operational standards for
Internet-conneeted deviees purchased by Federal agen-

cles, and for other pnrposes.
1 Be it enacted by the Senate and House of Represendto-
2 tives of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.
4 This Act may be cited as the “Internet of Things
5 (loT) Cyberseeurity Improvement Aet of 20177

6 SEC. 2. DEFINITIONS.

7 In this Aet:

A great step in the right direction

US government departments and
agencies may not use loT devices that
do not comply with basic security
standards

Some issues requiring debate, though
this bill is almost beautifully simple



Various EU publications and drafts

ENISA making progress

Julia Reda (Greens/EFA)

“State of the Cyber: 10 proposals for
improving IT security in the EU”

- EUROPEAN COMMISSION

Bruzzels, 1302017

JTOIN{2017) 430 final

JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL

Resilience, Deterrence and Defence: Building strong cybersecurity for the EU

1. INTRODUCTION

Cybersecurity is eritical to both our prosperity and ocur security. As our daily lives and economies become increasingly
dependent on digital technologies, we become more and more exposed. Cybersecurity incidents are diversifiing both in
terms of who is responsible and what they seek to achieve. Malicious cyber activities not only threaten our economies
and the drive to the Digital Single Market, but also the very functioning of our democracies, owr freedoms and our
values. Our fiuture security depends on transforming our ability to protect the EU against cyvber threats: both civilian
infrastructure and military capacity rely on secure digital systems. This has been recognised by the June 2017 European
Counecil ', as well as in the Global Strategy on Foreign and Security Policy for the Evropean Union. -

The risks are tncreasing exponentially. Studies suggest that the economic impact of cybercrime rose fivefold from 2013
to 2017, and could fisrther quadmuple by 2019, ¢ Ransomware * has seen a particular increase, with the recent attacks °
reflecting a dramatic rise in cyber-criminal activity. However, ransomware is far from the only threat.

Cyber threats come from both non-state and state actors: they are often criminal, motivated by profit, but they can also
be political and strategic. The criminal threat is intensified by the bluming of the border between cybercrime and
“traditional” crime, as criminals use the internet both as a way to zeale up their activities, and alzo as a source to find
new methods and tools to commit crime. * Yet in the vast majority of cases, the chances of tracing the criminal are
minimal, and the chances of prosecution smaller still.

At the same time, state actors are increasingly meeting their geopelitical goals not only through traditional tools like
military force, but also through more dizcreet cyber tools, including interfering in internal democratic processes. The use
of cyberspace as a domain of warfare, either solely or as part of a hybrid approach. is now widely acknowledged.
Disinformation campaigns, fake news and cyber operations targeted at critical infrastructure are increasingly commeon
and demand a responze. For this reazon, in its Reflection Paper on the Future of Evropean Defence 7 the Commission
stressed the importance of cyber defence cooperation.

Unless we substantially improve our cybersecurity, the risk will increase in line with digital transformation. Tens of
billions of "Internet of Things" devices are expected to be connected to the internet by 2020, but cybersecurity iz not vet
prioritized in their design. * A failure to protect the devices which will control our power grids, cars and transport
networks, factories, finances, hospitals and home: could have devastating consequences and canse huge damage to
consumer trust in emerging technologies. The risk of politically-motivated attacks om civilian targets, and of
shortcomings in military cyber defence, deepens the risk still further




Summary

Mandate strong passwords, and implement 2FA where possible

https://haveibeenpwned.com

Be aware of phishing attacks, and don’t be afraid to question people/emails/calls that
come in

Assess risk IoT has to your corporate and home site/network — and ask yourself if you
really need it!


https://haveibeenpwned.com/
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DPOs and DPIA
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GDPR (Regulation (EU) 2016/679)
Chapter V
Transfer of Personal Data outside the EEA

Shobana Iyer
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ABOUT EFTA A URATIONS Gl O TRADE NEWSROOM STATISTICS

EFTA WITH THE EU RELATIONS

Legal stat
32016R0679 oat ot Comiae Dedsen

(JCD) under consideration by the

R lation 2016/679 of Eurone ia f the ci 2 ;
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April EU (EEAS) and the EFTA States
2016 on the protection of natural persons with regard to the processing of personal (Iceland, Liechtenstein and Norway)

data and on the free movement of such data, and repealing Directive 95/46/EC

(General Data Protection Regulation) Area (EEA Agreement)
XI Electronic Communication,
Audiovisual Services and

[:] ' < information Society
- XLIIl Data Protection
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EEA relevance by EEA EFTA Decision (JCD) Agreement Agreementand  Agreement but
under pending in force no longer in
consideration fulfilment of force

constitutional
requirements

http://www .efta.int/eea-lex/32016R0679



Transfer -v- Transit

A transfer of data to a non-EEA state is distinct from the “transit’ of data through a non-
EEA state, in which case Chapter V is unlikely to apply, so for example:

« personal data is transferred from country A to country B via a server in country C, and

« while the data 15 in country C it 1s not accessed or manipulated

In these circumstances the transfer is only to country B

The Information Commissioner's Office (ICO) advises that a ‘transfer’ involves sending
personal data to someone in another country, for example:
« a company in the UK uses a centralised human resources system in the US belonging to its
parent company to store information about its employees; or
« a travel agent sends a customer’s details to a hotel in Australia where the customer will be
staying while on holiday

In addition, a transfer will have occurred if personal data is accessed from another country. This
means that even if the data has not physically moved, the fact that someone has accessed it
remotely from outside the European territory in which it resides will result in that access being
classed as a transfer for the purposes of [& Chapter V GDPR].

https://ico.ore. uk/for-oreanisations/euide-to-data-protection/principle-8-international/#transfer-transit




Article 44: General Principle
Recitals 6, 101-102

“Any transfer of personal data which are undergoing
processing or are intended for processing after transfer to a
third country or to an international organisation shall take place
only if, subject to the other provisions of this Regulation, the
conditions laid down in this Chapter are complied with by the
controller and processor, including for onward transfers of
personal data from the third country or an international
organisation to another third country or to another international
organisation. All provisions in this Chapter shall be applied in
order to ensure that the level of protection of natural persons
guaranteed by this Regulation is not undermined.”

-_ﬂ%wan
Chambers




Article 45: Adequacy Decision
Recitals 103-107 &169

European Commission will be entitled to decide on the adequacy of a third country (or
specified sector), territory or international organisation as to whether there is an
adequate level of data protection assured to transfer personal data to it.

The effect of such a decision is that personal data can flow from the EEA to that
approved third country (or specified sector, territory or international organisation) as if
it were an intra-EEA transmissions of data.

The European Commission has so far recognised Andorra, Argentina, Faroe Islands,
Guernsey, Israel, Isle of Man, Jersey, New Zealand, Switzerland, Uruguay as providing
adequate protection. Adequacy talks are ongoing with Japan and South Korea.

US (limited to the Privacy Shield framework)?

These adequacy decisions do not cover data exchanges in the law enforcement sector which are governed
by the "Police Directive"” (article 36 of Directive (EU) 2016/680).

For special arrangements concerning exchanges of data in this field, see the PNR (Passenger Name Record)

and TFTP (Terrorist Financing Tracking Programme) agreements.

:é&%Wﬂn
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Articles 46: Appropriate Safeguards
Recitals 108-110 &114

Adequate safeguards may be provided for by

% a legally binding and enforceable instrument between public authorities or
bodies;

+ Binding Corporate Rules ("BCRs");

» Model Clauses: standard data protection clauses adopted by the European

Commission;

* Model Clauses: standard data protection clauses adopted by a supervisory
authority and approved by the Commission;

¢ an approved code of conduct pursuant to Article 40 of the GDPR;

% an approved certification mechanism pursuant to Article 42 of the GDPR;
and

«» contractual clauses between the controller or processor and the controller,

processor or the recipient of the personal data in the third country or

international organisation, or provisions to be inserted into administrative

arrangements between public authorities or bodies, that are specifically

approved for that purpose by the competent data protection supervisory
authority.

<\wan
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Article 49: Derogations for specific situations
Recitals 111 & 112

A transfer, or set of transfers may be made where the transfer is:

+ Consent (explicit & informed of potential risks)(Art 49(1)(a);
+ Contract performance (Art 49(1) (b) & (c));

+ Substantial public interest Legal claims (Art 49(1)(d)

« Legal claims (Art 49(1)(e)

+ Vital interests (Art 49(1) (f)

+ Public registers (Art 49(1) (g)

Additional permitted derogation: transfers will be permitted if they are necessary for the
controller’s compelling legitimate interests (not overridden by the rights and freedoms of the
data subject), But only

+ the transfer is not repetitive and
+ concerns only a limited number of data subjects and

+« the controller has assessed all the circumstances surmunding the data transfer
and has on the basis of that assessment provided suitable safeguards.

+ controller has to inform the supervising authority and the data subject.

ﬁ%wan
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Other Key Changes

Additional New Provisions (transfer) include:

» Mandatory notifications: under the GDPR, data subjects must be informed about the
proposed transfer, adequacy decisions or safeguards and the means to obtain a copy (Art

13(1)(F)):
« Controller-to-processor contracts: must contain provisions restricting transfers (Art 14 (1) (f))

« Controller and processor records: must include certain information on transfers, such as
documentation about the appropriate safeguards in place (Art 15(2))

« Exemptions/Derogations: under the GDPR, Member States must provide exemptions or
derogations from transfer restrictions if necessary to balance data protection with freedom of
expression, or in the employment context (Art. 28(3)(a); Art 30(1)(e) and Art 30(2)(c)

«International Agreements: made between the EU and third countries may allow data transfers
(with appropriate safeguards) and new agreements must not 'affect’ GDPR and must include
‘appropriate’ protection (Art.88(2))

«International cooperation: by Authorities with third countries is encouraged, for enforcement
and mutual assistance purposes (Art.96), and

+« Infringement of the provisions of the GDPR dealing with international transfers of
personal data may be subject to administrative fines up to EUR 20,000,000 or, in the
case of an undertaking, up to 4% of the total worldwide annual turnover of the
preceding financial year, whichever is higher (Art 50)

es%wan
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Summ%);

Adequacy decision?
Article 45

o §
YES

Adequate safeguards?
Article 46

1}

Transfer may take place ]

NO ‘
YES

Specific derogation?
Article 49

o d

No transfer
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Travelling with data

Bar Council GDPR Conference
Lawrence Akka QC
April 2018



Travelling with data



CD6
You must keep the affairs of each client confidential

rC15.5

... you must protect the confidentiality of each client’s
affairs, except for such disclosures as are required or permitted
by law or to which you client gives informed consent.

gC42

The duty of confidentiality (CD6) is central to the administration
of justice.



Any transfer of personal data which are undergoing
processing or are intended for processing after transfer
to a third country or to an international organisation
shall take place only if, subject to the other provisions
of this Regulation, the conditions laid down in this
Chapter are complied with ...

GDPR Art 44



* Leave your hardware at home

* Leave your data at home

* Leave your passwords at home

 Turn it off



e,
&
KEEP
CALM

I'™M A

LAWYER




* Politely explain about privilege

* Ask for your objection to be recorded

* Ask for help

e Go home?
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Data Protection and the Public Forum
[ain Mitchell QC
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Panel Discussion:
Data Mapping & Retention, Data Transfer

Chair: Lawrence Akka QC

[ain Mitchell QC, Clive Freedman, Pavel Klimoyv,
Shobana Iyer, and Tim Luck
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Q& A Session
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Many thanks for watching

For further guidance, please see the Bar Council Ethics & Practice Hub
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Appointment of data protection officers by law firms
General Data Protection Regulation guidance

Summary of key points

1.

Most law firms will not be required to appoint a data protection officer (DPO)
under the GDPR.

Some law firms might be obliged to designate a DPO.
It is good practice for:

a) all firms to evaluate their processing of personal data against the criteria for
the mandatory appointment of a DPO;

b) document their decision; and

c) continuously review their decision, especially before any substantial change
in processing activity or when carrying out a data protection impact
assessment (DPIA).

Firms should consider voluntary designation of a DPO. You should document the
reasons for your decision. If you do not appoint a DPO you should document your
reasons for that and consider other governance arrangements you will put in
place to ensure compliance with the GDPR.

Governance arrangements should always include a suitably senior and qualified
person with the necessary resources to lead on data protection compliance.

Firms should pay careful attention to the characteristics, role and tasks of the
DPO in deciding whom to appoint and ensure that the DPO has the appropriate
levels of expertise, independence and resource, as well as considering other
relevant issues, such as conflict of interest, the statutory duties of the DPO, that
person’s duties to his or her clients and fellow partners, etc.

Appointment of a DPO can facilitate data protection compliance, however, DPOs
are not personally responsible in case of a non-compliance with the GDPR, and
the compliance responsibilities will always remain with the firm, whether acting as
a controller or a processor under the GDPR.

© The Law Society 2018 Version: 23 March 2018 Page 2
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Appointment of data protection officers by law firms
General Data Protection Regulation guidance

1 - Are you obliged to designate a DPO?

You should consider whether or not you need to appoint a DPO and should
document your analysis.

The Information Commissioner is the UK’s supervisory authority under the GDPR.
Article 29 Working Party (WP29) is an independent European advisory body on data
protection and privacy, which comprises of representatives from the data protection
authorities of each EU member state. Its tasks are described in Article 30 of Directive
95/46/EC and Article 15 of Directive 2002/58/EC. You should therefore familiarise
yourself with the Information Commissioner’s guidance on appointing a DPO along
with the guidance issued by the Article 29 Working Party: ICO and WP29 guidance.

The criteria that need to be followed in deciding whether or not you must appoint a
DPO are set out in Article 37(1) of the GDPR.

Designation of a DPO is mandatory:

a) where processing is carried out by a public authority or body, except for courts
acting in their judicial capacity;

b) where the core activities of the controller or the processor consist of processing
operations which, by virtue of their nature, their scope and/or their purposes,
require regular and systematic monitoring of data subjects on a large scale; or

c) where the core activities of the controller or the processor consist of processing
on a large scale of special categories of data or! personal data relating to criminal
convictions and offences.

Firms will need to interpret the key terms, including ‘core activities’, ‘regular and
systematic’ and ‘large scale’ in order to decide whether mandatory designation of a
DPO is required. They will also need to identify, whether or not they are processing
special categories of data and whether in certain circumstances they can be
regarded as “public authority or body”.

1 Article 37(1)(c) and Recital 97 use the word ‘and’, however WP29 argues that “[a]lthough the provision
uses the word ‘and’, there is no policy reason for the two criteria having to be applied simultaneously.
The text should therefore be read to say ‘or’.”

© The Law Society 2018 Version: 23 March 2018 Page 3
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Appointment of data protection officers by law firms
General Data Protection Regulation guidance

2 - Interpretation of key terms

WP29'’s interpretation of key terms is summarised below along with the GDPR
definition of special categories of data.

2.1 - ‘Public authority or body’

WP29 considers that the notion of “public authority or body” should be determined
under national law and suggests that the concept is not limited to national,
regional and local authorities, but under the applicable national laws, typically also
includes a range of other bodies governed by public law.

2.2 - ‘Core activites’

Recital 97 specifies that the core activities of a controller relate to ‘primary
activities and do not relate to the processing of personal data as ancillary
activities. The W29 suggest that “core activities” can be interpreted as “the key
operations necessary to achieve the controller’s or processor’s goals”, but should
not be interpreted as excluding activities where the processing of data forms an
“inextricable part” of such key operations of the controller or processor (e.g. in
providing services to its clients).

2.3 - ‘Regular and systematic monitoring’

WP29 interprets “regular” as: (i) ongoing or occurring at particular intervals for a
particular period, or (ii) recurring or repeated at fixed times, or (iii) constantly or
periodically taking place; and “systematic” as (i) occurring according to a system,
or (ii) pre-arranged, organised or methodical, or (iii) taking place as part of a
general plan for data collection, or (iv) carried out as part of a strategy. Examples
of activities that may constitute regular and systematic monitoring include email
retargeting, data-driven marketing, profiling and scoring for purposes of risk
assessment for detection of money-laundering.

2.4 - ‘Large scale’

The GDPR does not define what constitutes “large scale” processing, however
Recital 91 to the GDPR explains that “large-scale processing operations which
aim to process a considerable amount of personal data at regional, national or
supranational level and which could affect a large number of data subjects and
which are likely to result in a high risk” would be included in that notion, where, on
the contrary, ‘the processing of personal data should not be considered to be on a
large scale if the processing concerns personal data from patients or clients by an
individual physician, other health care professional or lawyer.”> WP29 describes
this as ‘one extreme’. At the other end, it cites ‘processing of personal data in the
regular course of business by a hospital’. In between these extremes WP29 talks

2 Recital 91 refers to data protection impact assessments, and not to the designation of DPOs.
However, it can be used by analogy, though some elements might be specific to the context of data
protection impact assessment and not apply in the exact same way to this notion in the context of the
designation of DPOs.

© The Law Society 2018 Version: 23 March 2018 Page 4
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Appointment of data protection officers by law firms
General Data Protection Regulation guidance

of a ‘grey zone’. It suggests that the factors that should be taken into account in
determining whether processing is on a large-scale are:

¢ the number of data subjects concerned - either as a specific number or as a
proportion of the relevant population;

e the volume of data and / or range of data processing activity;
e the duration, or permanence, of data processing activity and

e the geographical extent of the processing activity.

2.5 - ‘Special categories of data’

The special categories of data are set out in Article 9 of the GDPR. They consist
of personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs or trade union membership, and the processing of genetic
data, biometric data for the purpose of uniquely identifying a natural person, data
concerning health or data concerning a natural person’s sex life or sexual
orientation. ‘Genetic data’ and ‘biometric data’ are themselves defined in Article
4(13) & (14) respectively.

Bearing these definitions and interpretations in mind, and revisiting the ICO and
WP29 guidance as necessary, you may wish to work your way through the flowchart
in annex A to help you decide whether or not you must designate a DPO.

It is probably the case that few law firms will be systematically monitoring data
subjects on a large-scale. Some, however, are more likely to be processing special
categories of data, e.g. concerning health, ethnicity, political or religious beliefs, trade
union membership, or sexual orientation of the firm’s clients, or relating to their
criminal convictions and offences, and such processing might be conducted on a
large scale. Firms might conclude that their processing falls outside the criteria for
the mandatory DPO appointment. If in doubt, firms may wish to appoint a DPO
anyway on a voluntary basis. Some firms might also benefit from taking specialist
advice, if they do not have the necessary expertise in their practice. Firms should
keep a full record of their decision-making.

Firms that process data in the UK about employees or clients of offices in other EU
jurisdictions should also review regularly whether local legislation, decisions of local
supervisory authorities, or case law would make it mandatory to appoint a DPO for
that jurisdiction. In the case of this happening in more than one jurisdiction, it may be
preferable to appoint a DPO in the UK, as a single point of contact for all relevant
supervisory authorities.

© The Law Society 2018 Version: 23 March 2018 Page 5
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Appointment of data protection officers by law firms
General Data Protection Regulation guidance

3 - Voluntary appointment of a DPO

WP29 encourages designation of DPOs on a voluntary basis. If in doubt about
whether or not a mandatory designation should be made it would be good practice to
consider whether a DPO should be appointed on a voluntary basis.

Even if it is clear that a mandatory appointment need not be made, voluntary
appointment of a DPO would be appropriate where the law firms considers such an
appointment in conjunction with other measures would be the most effective way of
meeting your firm’s compliance obligations under the GDPR.

When a firm designates a DPO on a voluntary basis, the requirements under Articles
37 to 39 of the GDPR will apply to his or her designation, position and tasks as if the
designation had been mandatory.

4 - Who should be appointed as DPO?
Article 37(5) states that DPOs shall be designated on the basis of:

a) professional qualities;
b) expert knowledge of data protection law and practices; and

c) the ability to fulfil the tasks as set out in Article 39.

Existing staff members could be appointed to the role but these requirements, in
particular for expert knowledge of data protection law and practices, are likely to
mean that for some practices external recruitment or appointment might be more
appropriate. Article 37(2) permits a group of undertakings to appoint a single DPO,
provided that they are easily accessible from each establishment. It is equally
possible to appoint an external party as your DPO, but careful considerations should
be given to such external appointments, including any conflict of interest issues. The
firms cannot “outsource” its GDPR compliance obligations, and at the same time an
external DPO, apart from having to fulfil the statutory requirements on qualification
and knowledge of data protection laws and practices, should have sufficient
knowledge and proximity to the firm’s data management processes and access to the
firm’s senior management and ability to be properly involved in a timely manner in all
issues in relation to the protection of personal data.

In deciding whom to appoint, practices should review the requirements of Articles 37-
39 bearing in mind the need for expertise, independence and avoiding conflicts of
interest, compliance with the conduct rules and partnership agreement and
applicable legal rules.
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5 - Regular review

WP29 recognises the possibility that over time a standard practice may develop for
identifying in more specific and / or quantitative terms what constitutes ‘large scale’ in
respect of certain types of common processing activities. It plans to share and
publicise examples of relevant thresholds and therefore law firms should keep their
decision as to whether or not to appoint a DPO under review.

You should review your decision about appointing a DPO on a regular basis and
especially before any substantial change in processing activity or when carrying out a
data protection impact assessment (DPIA).

6 - Alternative arrangements

If you do not make a mandatory or voluntary appointment of a DPO you should
consider nominating a suitably senior and qualified person with the necessary
resources to lead on data protection compliance. This person should not be
described as a ‘DPO’; a suitable alternative title (or part of a title) might be ‘Privacy
Officer’ or “Data Protection Compliance Programme Manager”, etc.

What constitutes a suitably senior and qualified person with the necessary resources
will vary between practices. One reason larger practices may choose not to make a
voluntary appointment of a DPO is because the position and tasks of the DPO under
the GDPR are misaligned with their current governance and accountability
arrangements for risk management across the firm. In these circumstances, the
balance of resources and responsibilities across the risk management function will
need to be considered and the demands of the GDPR mean that they are unlikely to
remain unchanged from your current arrangements. Sole practitioners and smaller
practices may continue to allocate responsibility for data protection to a partner but
consideration will need to be given to obtaining external expert advice — for example,
in your initial preparations for GDPR, on the occasion of a significant changes in
processes, procedures or technology (including when it is necessary to carry out a
data protection impact assessment), or in order to ensure that you have appropriate
technical and organisational measures in place to secure data or to respond to data
breaches (including mandatory data breach notifications).
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Annex A — Appointment of a DPO flowchart

With reference to the definitions and interpretations in section 2, and revisiting the
ICO and WP29 guidance as necessary, this flowchart can be used to help you decide
whether or not you must designate a DPO.

General Data Protection Regulation:
Appointment of a Data Protection Officer (DPO)

Can the firm be
considered a public
authority or body?

© @ 4

Do the firm’s core
activities consist of
processing personal data?

1 k @
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r 4 7

A 4
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Do the firm’s core activities consist
of processing special categories
7> of data (Articles 9 & 10)?
‘
Is such an actlwty L @ ‘
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